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Preface

Why This Manual Exists

Artificial intelligence is already embedded inside operational environments that were never
designed to govern it. Organizations across regulated and consulting contexts have attempted
to deploy internal Al tools, vendor platforms, and bespoke applications without clear ownership,
consistent standards, or shared understanding of risk, validation, and accountability.

The result has been predictable: stalled initiatives, uneven adoption, unverified outputs, over-
reliance on generated content, and leadership decisions driven more by fear or convenience
than by system design.

This manual exists because Al failures are rarely caused by the technology itself. They emerge
from gaps in governance, training, verification discipline, and human decision-making. It is
written for leaders and practitioners who must operationalize Al responsibly — inside real
constraints — by treating Al as a socio-technical system that requires rules, review,
transparency, and continuous human judgment.

The intent is not to accelerate adoption or to slow it down. The intent is to help leaders govern it
deliberately.

Author's Note

This manual was written for practitioners and leaders operating inside real organizations —
where artificial intelligence is being introduced alongside existing systems, regulations, cultures,
and constraints. It is not a theoretical exploration of Al capabilities, nor a technical
implementation guide.

It reflects lived operational realities: uneven adoption, unclear ownership, inconsistent validation
practices, and the human tendency to either over-trust or completely avoid emerging tools. The
frameworks and guidance here are decision-support structures — not prescriptions.
Responsible Al adoption is not achieved through tools alone. It is sustained through
governance, discipline, and transparency over time.

A note on creation: this document was developed with Al assistance as part of its drafting
process. That assistance was reviewed, challenged, and revised throughout — because that is
exactly what this manual argues responsible Al use requires. The author owns the perspective,
the judgment, and the conclusions.

Intellectual Property & Use Notice
© 2026 Jonathan Mickles / Red Boot LLC. All rights reserved.

This field manual and its contents are the intellectual property of the author. It may be used for
internal reference, education, and non-commercial application within organizations, provided
proper attribution is maintained. Redistribution, commercial use, or derivative works intended for
sale or formal training programs require written permission. This material is provided as



guidance, not legal advice, and should be applied with appropriate professional judgment in
accordance with applicable laws, regulations, and organizational policies.

How to Use This Manual

This is not a playbook, a checklist, or a maturity model. It is a field manual — designed to be
read slowly, referenced selectively, and revisited as conditions change.

Each section builds on the previous one. Sections 1 and 2 diagnose the problem: what Al
adoption actually is, and what risk looks like in operational reality. Sections 3 through 5 address
governance, human systems, and operating models. Sections 6 and 7 support judgment: what
to pursue, what to pause, and how failure patterns repeat. Section 8 closes with what mature
adoption actually looks like in practice.

An appendix of working tools follows the main text — including a RACI template, use-case
creation checklist, starter risk register, governance rubric, and outcome metrics tracker. These
are not separate products. They are the practical instruments this manual is designed to
support.

If this document is doing its job, it will not create urgency. It will create steadiness.

The real risk is not speed. It is ungoverned speed.



SECTION 1

The Myth of Al Adoption

Most Al initiatives don't fail dramatically. They stall. They fragment. They quietly disappear from
roadmaps without explanation.

The typical story goes like this: leadership approves a pilot, the team demonstrates value,
licenses are purchased, a dashboard shows usage climbing. Six months later, no one can name
a single decision that improved because of Al. The tools are still deployed. People are still
logging in. But nothing fundamental has changed.

This pattern repeats across industries, company sizes, and levels of technical maturity. The
problem is not the technology. It is not the people. It is a fundamental misunderstanding of what
Al adoption actually requires.

Al Initiatives Fail Because Leaders Commit a Category Error
Organizations treat Al adoption as a tool deployment problem. It is not.

When a company announces it is "adopting Al," what leaders typically mean is: we are
purchasing software, integrating APls, or running pilots with generative models. The assumption
is that if the tool works in a demo, it will work in production. If it works for one team, it will work
for others. If people have access, they will use it correctly.

None of this holds.

Tools are artifacts. Systems are structures. Behaviors are patterns. Al
adoption requires all three to align — and most organizations stop after
deploying the tool.

A tool is software. A system is the set of roles, rules, processes, and expectations that
determine how that software gets used. Behavior is what people actually do when no one is
watching.

Consider a common scenario: a team pilots an Al assistant for drafting reports. The pilot goes
well. Drafts are faster. The tool gets rolled out to the broader department. Three months later,
usage is uneven. Some people love it. Others avoid it. A few are using it in ways that concern
leadership, but no one is sure what the boundaries are. Managers don't know what to monitor.
The legal team doesn't know what to approve.

This is not a training problem. It is a systems design problem. The organization deployed a tool
without designing the accountability structure, decision rights, quality thresholds, or failure
protocols that would allow the tool to function reliably within the operation.

The solution lies not in better tools, but in better systems. Sections 3 through 5 of this manual
address how to build them.

Shadow Al Is Not a Rebellion; It Is a Governance Signal



Shadow Al is the term used to describe employees using Al tools that have not been approved,
reviewed, or integrated into official workflows. It is often framed as a security risk or a
compliance violation. Leaders panic. Security teams scramble. Policies get written in haste.

This framing is backwards.

Shadow Al does not emerge because employees are reckless. It emerges because
governance, ownership, and boundaries were never designed. When people need to get work
done and the official path is unclear, slow, or nonexistent, they find another way. This is not
misconduct. This is adaptation.

The presence of shadow Al is a signal. It tells you where your governance gaps are. It tells you
which workflows are under pressure. It tells you that people are solving real problems in the
absence of organizational clarity. Shadow Al commonly exists because:

* No one has clearly defined what Al use is permitted or what constraints apply
* The approval process for new tools is opaque or prohibitively slow

» Official tools don't meet actual workflow needs

» Accountability for Al-related decisions has not been assigned

The goal is not to eliminate shadow Al through prohibition. The goal is to design systems clear
enough that shadow Al becomes unnecessary.

Leaders Misread Al Success Because They Measure Activity, Not Reliability
Executive dashboards lie politely.

They show licenses purchased, logins recorded, reports generated, pilots completed. These are
vanity metrics. They measure whether something is happening. They do not measure whether
the right thing is happening. They do not measure whether decisions are improving. They do not
measure whether the organization is more reliable because Al is present.

Consider the common success metric: "80% of employees have used the Al tool this quarter.”
What does that tell you? It tells you people logged in. It does not tell you:

*  What they used it for

*  Whether they trusted the output

*  Whether they verified the results

»  Whether decisions made with Al were better than decisions made without it

*  Whether accountability shifted in ways that weakened oversight
The metrics that actually matter are outcome-based: decision accuracy rates, error detection
frequency, escalation patterns, time-to-correction when something goes wrong. Activity is easy

to measure. Reliability is not — but reliability is what governance is designed to produce. See
Tool 5 in the Appendix for a practical metrics comparison.

What mature adoption looks like: fewer people using Al for more critical
tasks, under clearer constraints, with tighter accountability. Not more
usage. Better usage.




Ambiguity Is Not Neutral; It Actively Destroys Value

When an organization begins adopting Al without clear governance, the initial cost is invisible.
There is no immediate failure. People proceed. Work continues. The tool is "working."

Ambiguity does not announce itself. It compounds quietly across four dimensions:

Risk exposure increases. Without clear boundaries, employees make judgment calls about
what data to share with Al tools, what decisions to delegate, and what outputs to trust. Some of
those calls are correct. Some are not. The organization does not know which is which until
something breaks. By then, the exposure is diffuse.

Morale erodes. WWhen people are told to innovate with Al but not given clear rules to work
within, they operate in a state of ambient uncertainty. The absence of clarity does not free
people to experiment — it makes them cautious, second-guess themselves, and disengage.
Innovation does not thrive in ambiguity. It thrives in bounded clarity. Established frameworks like
the NIST Al Risk Management Framework and ISO/IEC 42001 exist precisely to provide this
clarity — but frameworks only resolve ambiguity when leadership commits to implementing
them. The standards exist. What determines outcomes is whether leadership treats them as
operating principles rather than compliance checkboxes.

Spend becomes wasteful. Organizations purchase tools, launch pilots, and fund initiatives
without knowing whether they are solving the right problem. Teams duplicate efforts because no
one knows what has already been tried. Licenses go unused because no one clarified who
should use them or for what purpose.

Trust deteriorates. When decisions are made with Al assistance and no one knows how much
weight to give the output, trust in decision-making weakens. Not because the Al is wrong, but
because the process is opaque.

Al Governance IS... Al Governance is NOT...

A system of decision rights and * A bureaucratic approval layer

accountability structures » The same thing as oversight (oversight

Clear rules about who can decide what, enforces; governance defines)
under what conditions * A one-time policy document
A mechanism that makes errors legible «  Ajob title or committee

and correctable
: : * A substitute for human judgment
What enables Al to function reliably

inside real organizations

Proportional — lighter for low stakes,
more rigorous for high stakes

The cost of ambiguity is not a future risk. It is a present drain. The question is not whether to
govern Al adoption. The question is whether to govern it intentionally, or allow it to be governed
by accident.



SECTION 2

Al Risk Is Not Sci-Fi

When people hear "Al risk," they often picture scenarios that feel distant or speculative: sentient
machines, rogue systems, autonomy spiraling out of human control. These narratives dominate
public conversation, shaped by fiction, futurism, and fear.

They are also mostly irrelevant to the decisions leaders need to make today.

The risks organizations actually face with Al are not futuristic. They are operational. They are
structural. And they are uncomfortably familiar to anyone who has managed complex systems
under pressure. Al risk is not a new category of threat. It is an acceleration of failure modes
already seen in aviation, medical devices, financial systems, and network infrastructure. The
difference is speed. What used to take years to emerge now emerges in months.

Al Risk Emerges from System Design, Not Intent

The most serious Al failures do not come from malicious actors or systems "going rogue." They
come from predictable gaps in design, oversight, and accountability.

In 1985 and 1986, a radiation therapy machine called the Therac-25 delivered lethal doses of
radiation to several patients. The machine did not malfunction in the traditional sense. The
software contained a race condition — a timing flaw that allowed the system to proceed with
treatment under unsafe conditions. The interface displayed no warnings. Operators trusted the
machine. Patients were harmed. (Source: Leveson & Turner, 1993, "An Investigation of the
Therac-25 Accidents," IEEE Computer.)

The failure was not intentional. It was structural. The system had removed human oversight
without redesigning the safeguards that oversight provided.

Human-in-the-loop is not a technical feature. It is a governance decision —
a deliberate choice about where human judgment must remain in the chain
before a consequential action is taken.

The question is not simply whether to include humans in the process. It is knowing when human
judgment is essential and when automation is appropriate. For low-stakes, reversible, well-
understood decisions, automation with monitoring is reasonable. For high-stakes, irreversible, or
human-impacting decisions, a human review gate is not optional friction — it is a required
safeguard. The threshold between these is a design decision that must be made before
deployment, not after failure. Section 6 provides a framework for making that determination.

Al operates under similar conditions to the Therac-25 — when systems make decisions quickly
without clear points of human verification, the error may not surface immediately. When it does,
tracing accountability becomes difficult. The primary risk is not that Al systems will become
malicious. It is that organizations will deploy them without designing the structures needed to
detect, correct, and learn from failures. The gap is not technical. It is operational. And it is
entirely predictable.



Automation Quietly Removes Human Friction Before Oversight Adapts

Harm emerges when automation removes friction faster than organizations redesign oversight,
escalation, and accountability structures.

A task that once required three people now requires one. A decision that once took two days
now takes two minutes. A workflow that once involved multiple checkpoints now proceeds end-
to-end without pause. What is often missed is that friction was serving a function. The delay
created space for review. The handoff created a second set of eyes. The manual step forced
verification. When automation removes friction, it removes those checks — unless the
organization deliberately redesigns them.

Consider a real pattern observed across multiple organizations: an analyst uses an Al tool to
generate a risk assessment. The assessment looks plausible. The analyst reviews it briefly,
makes minor edits, and submits it. The decision-maker trusts the analyst, skims the document,
and approves the recommendation. Later, it becomes clear the assessment was based on
flawed data. The Al produced an incorrect figure. The analyst missed it. The decision-maker
assumed it had been verified. No single person failed egregiously. But the system failed —
because automation removed friction without anyone redesigning oversight.

This is not hypothetical. It is how systems degrade when speed outpaces design.

Adversarial Risk and the Expanding Attack Surface

Most governance conversations about Al focus on internal failure — poor design, unclear
accountability, unverified outputs. These are real and urgent. But they are not the complete
picture.

Al systems are also attack surfaces. And in an era of accelerating geopolitical tension — across
state actors, contested territories, and critical infrastructure — the adversarial risk of Al
deserves direct attention from every leader deploying these systems.

The risk takes several forms. First, Al systems can be weaponized against organizations.
Adversarial actors use Al to generate convincing phishing content at scale, automate
reconnaissance, identify vulnerabilities faster than defenders can patch them, and produce
synthetic media designed to deceive. The speed advantage that makes Al valuable in
operations also makes it valuable as an offensive instrument.

Second, Al systems themselves can become compromised. A technique called prompt injection
embeds malicious instructions inside data that an Al system processes — causing it to execute
commands its operators never authorized. An Al agent reading external content, processing
emails, or accessing third-party data sources is potentially vulnerable to instructions hidden
inside that content. The system behaves as designed; it is the input that has been weaponized.

Third, misconfigured Al deployments create exposure that did not exist before. Autonomous Al
agents — tools designed to act on behalf of users across messaging platforms, file systems,
and connected services — require broad system permissions to function. When those agents
are deployed without security review, without least-privilege configuration, or without monitoring,
they create pathways for credential theft, data exfiltration, and remote code execution. Security



researchers have documented real instances of third-party Al agent skills performing data
exfiltration without user awareness, enabled by plugin repositories that lacked adequate vetting.

These are not theoretical scenarios. They are documented patterns, already occurring at scale.
The NIST Al Risk Management Framework explicitly addresses adversarial threats as part of
responsible Al deployment. ISO/IEC 42001 includes security requirements and data governance
controls for exactly this reason.

Al governance and cybersecurity governance are not separate disciplines. For
any organization deploying Al at scale, they must be designed together.

What Researchers Are Actually Warning About

When leading Al researchers — including Geoffrey Hinton, Yoshua Bengio, and Stuart Russell
— express concern about Al development, they are not predicting rogue superintelligence. They
are pointing to a trajectory where systems make decisions that humans cannot fully audit, where
errors become difficult to trace, and where reliance on automation outpaces our ability to govern
it responsibly. Hinton, who left Google in 2023 to speak more freely about these risks, has
specifically warned about the loss of human oversight as systems grow more capable.

This is epistemic risk: as Al systems become more capable, they also become less
interpretable. Humans lose the ability to verify how decisions were reached, why outputs were
generated, and whether the reasoning is sound. When a system generates a recommendation
and no one can explain how it arrived at that recommendation, trust becomes binary. Either you
trust the system entirely, or you do not use it. The ability to interrogate, verify, and correct is lost.

For enterprises, this translates directly into operational risk. A large language model generates a
summary. The summary is plausible but subtly inaccurate. The user cannot easily verify
whether the output is correct without re-reading the entire source — which defeats the purpose
of the summary. The system has created a reliability problem disguised as a productivity gain.

Risk Accumulates Invisibly

Al risk in organizations does not announce itself through catastrophic failure. It accumulates
gradually through small, individually "reasonable" decisions that collectively degrade reliability
and trust. Each statement below contains a hidden assumption that is almost never examined:

m Hidden Assumption What Good Looks Like

"We will pilot this tool with Assumes attention at scale. Document oversight protocols
one team." Assigns no owner for what before launch. Assign

happens after the pilot ends. accountability for scale.
"We will let users decide Assumes users have sufficient Define boundaries in advance.
when to apply Al context and authority to govern Governance is not a user decision
assistance." their own use. — it is a design decision.

"We will monitor usage and Assumes monitoring will happen Name who monitors, what they
adjust as we learn." systematically. It usually doesn't monitor for, and what triggers a



without a named owner. response.

"We will assume people will  Assumes psychological safety Design explicit escalation paths.
escalate if something feels exists and escalation paths are Create conditions where raising
wrong." clear. Neither is guaranteed. concerns is expected, not heroic.

None of these decisions are reckless. Together, they create the conditions for drift.
Organizations underestimate Al risk because they evaluate risk at the point of deployment, not
across the lifecycle of use. The question asked is: "Is this tool safe?" The better question is:
"What happens when this tool is used under pressure, by people with competing priorities, in
workflows we do not fully control?"

That question is harder to answer. But it is the one that determines whether adoption succeeds
or quietly fails. The governance question is not whether to prevent harm — it is whether to
design systems capable of recognizing harm early enough to respond.

Not sentience. Not rebellion. Reliability.



SECTION 3

Governance Without Paralysis

The word governance makes people careful. It signals committees, approvals, documentation,
delay. For many leaders, governance feels like the opposite of agility — a necessary evil that
slows things down in the name of control.

This instinct is understandable. Most people's experience with governance has been negative.
But that association is backwards.

Governance is not what slows organizations down. The absence of governance
is.

Governance Is Not Control; It Is Decision Clarity

Governance is often mistaken for oversight. They are not the same thing, and conflating them is
one of the most common reasons governance fails.

Governance defines the rules. Oversight enforces them. Governance
determines who can decide what, under which conditions, and with what
accountability. Oversight is the act of monitoring whether those decisions
are being made correctly. Organizations need both — but they are not the
same function.

Without governance, every decision becomes ambiguous. People are left to guess whether they
have permission, whether they need to escalate, whether they will be blamed if something fails.
That ambiguity does not preserve speed — it creates friction. People slow down not because
rules are stopping them, but because they do not know what the rules are.

The goal of governance is not to control behavior. The goal is to eliminate the uncertainty that
forces people to operate defensively.

Who Should Own Governance — and What That Structure Looks Like

One of the most common questions leaders ask when they recognize the need for Al
governance is: who should own it? The honest answer is that it depends on organizational size
and maturity — but the minimum viable structure is consistent regardless of scale.

At minimum, three things must be true: a named individual or function has authority to define
and enforce Al governance standards; a defined escalation path exists so that when use cases
exceed risk tolerance, there is a clear chain to follow; and a regular review cadence is
established so governance evolves as conditions change rather than calcifying around early
decisions.

In smaller organizations, this may be a single senior leader with Al governance as part of an
expanded portfolio. In mid-size organizations, a small cross-functional working group — drawing
from IT, legal, and at least one operational function — is usually sufficient. In larger



organizations, a dedicated Al Center of Excellence with explicit decision authority (not merely
advisory capacity) is appropriate. What does not work, at any size, is governance by committee
consensus with no named owner and no escalation authority. That structure produces the
appearance of governance without any of its function.

Frameworks like the NIST Al RMF and ISO/IEC 42001 both address governance structure
explicitly. NIST's Govern function and ISO's leadership and accountability requirements provide
useful starting templates — particularly for organizations that need to demonstrate governance
maturity to clients, regulators, or partners.

Ungoverned Systems Push Cost Onto People

Organizations often defend the absence of governance as flexibility. "We don't want to slow
people down. We're still learning. Let's not over-engineer this." This sounds like trust. It is not. It
is cost transfer.

When governance is absent, the system does not regulate itself. Someone still has to manage
the risk, track the decisions, catch the errors, and absorb the consequences. That someone is
usually whoever is closest to the work — often without the authority, resources, or visibility to do
it well.

Ungoverned systems appear fast because the cost is invisible. The cost shows up as burnout
among people who feel responsible but unsupported, constant low-level vigilance that prevents
focus, and heroics that get celebrated but should not have been necessary. That is not agility.
That is improvisation.

When people resist governance, what they are often resisting is bad governance — governance
that added process without adding clarity. That resistance is justified. But the answer is not no
governance. The answer is better governance.

Good Governance Reduces Friction by Eliminating Ambiguity

Effective governance accelerates adoption by removing the uncertainty that causes people to
hesitate. When people know the boundaries, they operate confidently within them. When they
know who owns a decision, they do not waste time seeking informal permission. When they
know what constitutes acceptable use, they do not second-guess every action.

How governance gets communicated matters as much as what it says. The least effective
approach is a policy document that employees acknowledge with a checkbox before accessing
a tool. Checkboxes confirm attendance, not understanding. Governance communicates best
through examples. Show people what acceptable use looks like in practice — a real scenario, a
clear decision, a concrete boundary. Then show what unacceptable use looks like and why.
Two examples of this contrast:

A governance rule that creates clarity: "Al-generated summaries must be reviewed against
source materials before inclusion in any client-facing deliverable. The reviewer is accountable
for accuracy, not the system." This rule names the behavior, assigns accountability, and makes
the standard explicit without requiring interpretation.



A governance rule that creates more ambiguity: "Employees should use Al responsibly and
exercise appropriate judgment.”" This rule communicates nothing actionable. It transfers all
interpretive burden to the individual and assigns accountability nowhere.

Governance is not about preventing mistakes. It is about making mistakes legible — so they can
be recognized, addressed, and learned from without blame cascading unpredictably.
Governance works when it is explicit enough to guide behavior without requiring interpretation,
lightweight enough to evolve as the organization learns, and visible enough that people
understand why it exists and believe it serves a purpose.

The question is not whether to govern Al adoption. The question is whether to design
governance intentionally, or inherit it by accident — after the cost has already been paid.



SECTION 4

The Human Layer

Organizations adopting Al often misread the human response. Leaders see inconsistent
adoption, visible anxiety, resistance to new workflows, and exhaustion among early users. The
instinct is to address these as people problems: communicate more clearly, offer more training,
mandate usage, or reassure employees that their jobs are safe.

These interventions rarely work. Not because people are unwilling to adapt, but because the
interventions misdiagnose the problem.

Human reactions to Al are not irrational. They are signals. And when those signals are ignored
or misinterpreted, the system continues generating the behaviors leaders are trying to eliminate.

Al changes how people perceive competence, relevance, and control long
before it changes productivity.

Al Is an Emotional System Before It Is a Technical One

When a tool can draft a report in seconds that previously took hours, the person who built
expertise in writing those reports experiences something immediate: their competence feels less
valuable. When a system can analyze data faster than an experienced analyst, that analyst
guestions what their role now requires. When decisions that once required judgment can be
automated, the people who made those decisions wonder where they still matter.

This is not fear of unemployment, though that fear exists. It is something more fundamental:
identity disruption. Work is where many people locate their sense of mastery, contribution,
and professional identity. Al does not just change tasks. It changes how people understand their
own value.

This dynamic does not resolve through communication alone. It resolves when the organization
makes explicit what is expected, what is valued, and where human judgment remains essential.

The Workforce Transition Requires More Than Upskilling

The displacement that Al introduces is not only economic. It is existential. And organizations
that treat it as a training problem will consistently underestimate the depth of the human
challenge they are navigating.

Consider what happened to administrative and clerical workforces across the late 1970s and
1980s. Entire floors of typists — skilled professionals who had built careers, identities, and
social structures around their expertise — were replaced first by small teams with personal
computers, then by individual managers with word processors, and eventually by a single
person with software that handled what previously required a department. The transition was
not just occupational. It was deeply personal. Many people did not simply change jobs. They
lost a sense of who they were at work.



Today's Al transition is faster and broader. A senior analyst whose value was synthesizing
complex data now watches an Al produce that synthesis in seconds. A writer who built a career
on craft now faces a tool that generates first drafts on demand. The question these people are
asking is not primarily "will | have a job?" It is something more primal: "Am | still necessary?
Does what | know still matter? Where do | belong in a world that no longer needs what | do?"

Organizations owe their workforces more than a reskilling program in response to this
disruption. They owe honest acknowledgment that the transition is hard, that the anxiety is
rational, and that the organization has a responsibility to navigate it humanely. This is not
sentimentality. It is the recognition that wealth creation through technology has historically
concentrated at the top while the costs of transition have been distributed broadly among those
with the least power to absorb them. The wealth gap has widened globally — not because
technology failed, but because the benefits of technological change were extracted rather than
shared.

Practically, this means organizations should consider: structured conversations about role
evolution before deployment, not after; genuine investment in reskilling that is resourced
appropriately and not treated as a one-time event; access to employee assistance programs
and mental health support for those navigating significant identity disruption; and leadership that
models honest engagement with uncertainty rather than projecting false confidence about
outcomes no one can guarantee.

The goal is not to protect people from change. It is to navigate change in ways that do not
require the people with the least institutional power to silently absorb its costs.

Resistance Often Signals Design Failure, Not Attitude Problems

When people resist Al adoption, the default diagnosis is cultural: they are change-averse,
technically uncomfortable, or clinging to old ways of working. This framing is almost always
wrong.

Resistance is usually a rational response to unclear boundaries, shifting accountability, and
invisible risk. When people do not know what they are allowed to do, what they will be blamed
for, or how their work will be evaluated, they slow down. They push back. They question the
tool, the process, and the decision to adopt Al in the first place.

This is not obstruction. This is sense-making under ambiguity. Resistance is feedback. It tells
you where the system is unclear. The correct response is not to overcome resistance. The
correct response is to redesign the system so resistance becomes unnecessary.

Psychological Safety Functions as a Governance Control

Psychological safety is often discussed as a cultural ideal. In the context of Al adoption, it is not
just cultural. It is operational. It is a prerequisite for error detection, escalation, and recovery.

Yes — this is a change management requirement. Creating the conditions for psychological
safety during an Al transition is not a soft initiative. It is a structural intervention. Without it, the
governance mechanisms this manual describes will not function as designed, because the



humans required to operate those mechanisms will not surface the information the system
needs.

When people do not feel safe raising concerns, errors go unreported. Outputs that seem wrong
are not questioned. Decisions made with Al assistance are not challenged, even when
something feels off. Without psychological safety:

* People assume someone else has verified the output
+ Junior team members defer to Al-generated content rather than question it

» Employees avoid escalating concerns because they fear looking incompetent or
obstructive

* Managers assume silence means agreement

Psychological safety does not mean eliminating accountability. It means creating conditions
where people can surface problems early, ask clarifying questions without penalty, and admit
when they do not understand how an Al-generated output was produced. These behaviors are
not optional. They are the mechanisms that prevent small errors from becoming structural
failures.

Human Effort Is Being Used to Mask System Ambiguity

When Al systems are poorly governed, organizations do not slow down. They continue
operating. But the cost of that operation shifts.

Instead of the system providing clarity, humans provide vigilance. Instead of governance
defining boundaries, individuals make judgment calls. Instead of accountability being structurally
assigned, people absorb responsibility informally — often without authority, resources, or
recognition.

An analyst spends extra time verifying Al outputs because they are not sure how much to trust
them. A manager reviews work more closely because they do not know whether their team is
using Al appropriately. A compliance officer quietly monitors tools because no formal oversight
structure exists. None of this is mandated. None of this is tracked. But all of it is necessary to
prevent the system from failing — and all of it is exhausting.

The answer is not to tell people to stop compensating. The answer is to build the governance
structures that make compensation unnecessary. Section 5 addresses how to design that
operating model.



SECTION 5

The Operating Model

By this point, the problem is clear: Al adoption is a governance challenge, risk is structural, and
human reactions are system signals. Leaders understand what has been failing and why.

The next question is unavoidable: where does Al actually live in the organization?

This is not a technical question. It is a structural one. And it is where most Al initiatives either
solidify or fragment. Organizations struggle not because they lack capability, but because they
have not decided — clearly and explicitly — who owns what.

Al Adoption Fails When Ownership Is Ambiguous

Al initiatives fail not because of technical limits, but because no one is clearly accountable for
outcomes, risk, and escalation across the lifecycle.

A pilot succeeds. Leadership approves broader rollout. The team that ran the pilot assumes
someone else will handle governance. IT assumes the business unit owns the decision. The
business unit assumes IT owns the risk. Legal assumes someone has verified compliance. No
one has.

Ownership must be explicit. Someone must own the decision to adopt Al for a specific use case.
Someone must own the risk that decision introduces. Someone must own escalation when the
system behaves unexpectedly. And those responsibilities must be assigned before deployment,
not discovered after failure.

Centralization and Decentralization Are Tools, Not Ideologies

The debate over whether Al should be centralized or decentralized is often framed as a choice
between control and speed. This framing is false.

Effective Al operating models use selective centralization for governance and selective
decentralization for execution. Centralize governance: the boundaries, standards, decision
rights, and escalation protocols should be consistent across the organization. Decentralize
execution: the use of Al should live as close as possible to the work it supports.

The function closest to the decision owns the use case, operates within centrally defined
governance, and escalates to support functions when constraints are unclear or risk exceeds
tolerance. This is not an integrated project team model. It is a clarity model: governance is
owned centrally; outcomes are owned locally.

When organizations fail to distinguish governance from execution, they create systems where
either nothing moves without approval, or everything moves without oversight. Neither is
sustainable.

Al Should Live Where Decisions Are Made, Not Where Tools Are Owned



IT does not own Al. IT enables it. Legal does not own Al. Legal constrains it. Innovation labs do
not own Al. They explore it. None of these functions should be accountable for whether Al use
within a business process succeeds, fails, or introduces unacceptable risk.

Al belongs structurally alongside the decisions it informs. If Al is being used to assess credit
risk, the function responsible for credit decisions owns that use of Al. If Al is being used to
generate customer communications, the function responsible for customer relationships owns
that use. Ownership means accountability for outcomes — knowing when to escalate, when to
pause, and when to retire a use case.

Support functions — IT, legal, security, compliance — play essential roles. They provide
infrastructure, define constraints, assess risk, and ensure adherence to policy. But they do not
own the decision context. The context owns them. When something goes wrong, the gap
between context ownership and support function accountability is where failures accumulate.

Role Clarity Matters More Than New Roles

When organizations adopt Al, the instinct is often to create new roles: Al Product Manager, Al
Ethics Lead, Al Governance Officer. Sometimes these roles are necessary. Often, they are not.
What matters is not whether new titles exist, but whether responsibilities are clearly assigned.

Four responsibilities must be explicit in every Al use case:

* Someone must validate outputs before decisions are made

+ Someone must own decisions informed by Al — accountability does not transfer to the
system

* Someone must escalate when Al behavior is unexpected, outputs are unreliable, or risk
exceeds tolerance

* Someone must retire use cases when they are no longer appropriate

New roles become necessary only when volume exceeds existing capacity, specialized
expertise is genuinely absent, or cross-unit coordination requires dedicated focus. Even then,
new roles should enable clarity — not absorb the accountability that must remain with the
function using the Al.

A default RACI follows in the Appendix. It is a starting point, not a prescription. Adapt it to your
structure, your risk profile, and your governance maturity.
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Use-Case Triage and Readiness

Organizations now understand what Al adoption requires: clear governance, structural
accountability, and human systems designed to support reliability rather than compensate for its
absence.

The next question is practical: what should we actually do with Al?

This is where most organizations fail quietly. Not because they choose poorly, but because they
never develop the discipline to refuse. Most Al portfolios fail because they over-include, not
under-include. The most important Al decision is often not how to implement a use case, but
whether it should exist at all.

Not All Al Use Cases Deserve to Exist

When a vendor demonstrates a capability, when an executive sees a competitor's
announcement, when a team proposes a pilot, the default response is often: "Can we do this?"
That is the wrong question.

The right question is: "Should we do this — and if so, under what conditions?"

Feasibility is not a sufficient reason to proceed. A use case can be technically possible,
operationally convenient, and still inappropriate. Appropriateness depends on whether the
organization can govern the use case reliably, whether the risk is proportional to the value, and
whether the decision context is well enough understood to delegate judgment to a system.

Just because a system can automate a decision does not mean it should.
Some decisions benefit from the friction of human judgment, from the
space to deliberate, from the accountability that comes with personal
responsibility.

Readiness Is Multidimensional, Not Technical

Organizations often evaluate Al readiness by asking: "Does the model perform well enough?"
That is a necessary question. It is not a sufficient one.

Readiness for Al adoption depends on four conditions that must align:

Data quality: Is the data the system relies on accurate, consistent, and representative of the
decisions it will inform? If the data is incomplete, biased, or poorly maintained, the system will
produce outputs that appear credible but reflect underlying flaws. Improving the model does not
fix this. Fixing the data does.

Decision criticality: How consequential is the decision the Al will inform or automate? A low-
stakes recommendation tool requires less governance than a system that determines eligibility,
access, or resource allocation. The higher the impact, the higher the readiness threshold must
be.



Governance maturity: Does the organization have the structures in place to assign
accountability, monitor outputs, escalate concerns, and respond to failures? If governance is sitill
being designed, the use case is not ready for deployment — regardless of how well the tool
performs.

Human capacity: Do the people who will use, oversee, or be affected by the system have the
capacity to engage with it responsibly? If people are already overextended, adding Al increases
burden rather than reducing it — because they must now verify, monitor, and compensate for a
system they do not fully trust.

High-Impact Decisions Require Higher Governance Thresholds

Not all Al use cases carry the same risk. A tool that suggests meeting times is not the same as
a system that determines loan eligibility. A productivity aid that drafts emails is not the same as
a system that automates hiring decisions. The closer an Al use case is to irreversible, human-
impacting decisions, the higher the governance bar must be.

High-impact decisions share three characteristics. First, irreversibility: can the decision be
reversed if it proves incorrect? A scheduling error is correctable. A credit denial, an employment
rejection, or a resource denial may not be — at least not without significant effort and potential
harm. Second, human impact: does the decision directly affect people's access, opportunity, or
well-being? Automating such decisions does not eliminate their moral weight. It shifts
accountability in ways that must be governed carefully. Third, opacity: can the reasoning
behind the decision be explained and verified? If the system produces a recommendation and
no one can explain why, trust becomes binary.

The correct approach is staged adoption. Start with use cases where the risk is low, the
decisions are reversible, and the impact is contained. Learn how governance functions under
real conditions. Build capacity. Then, and only then, consider higher-stakes use cases — under
governance structures designed specifically for the risk they introduce.

Knowing When to Pause Is a Sign of Maturity, Not Failure

Mature organizations recognize when to delay or stop Al adoption — not because they lack
ambition, but because proceeding would create unmanaged risk. Pausing is not the same as
failing.

Organizations should pause when accountability is unclear, when governance lags capability,
when human capacity is exhausted, or when the use case is being pursued for the wrong
reasons — novelty, competitive pressure, or executive interest rather than a clear operational
need.

Rollbacks and retirements are also signs of maturity. A use case that once made sense may no
longer be appropriate as conditions change, as risk increases, or as the organization's capacity
shifts. Retiring a use case is not an admission of failure. It is an exercise of judgment.

The question is not whether to adopt Al. The question is which use cases
deserve adoption, under what conditions, and with what governance.
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Case Signals from the Field

The patterns that emerge from Al adoption are remarkably consistent. Across industries,
organization sizes, and levels of technical maturity, the same failures repeat. Not because
leaders are careless, but because the failure modes are structural.

What follows are not case studies. They are signals — patterns that surface repeatedly, often
unnoticed, until the cost becomes unavoidable.

The Successful Pilot That Never Scaled

Pilots succeed because attention is concentrated. A small team, motivated participants, clear
oversight, frequent check-ins. Someone is always watching. When something goes wrong, it
gets caught quickly.

Leadership sees the pilot succeed and approves broader rollout. The assumption is that what
worked in the pilot will work at scale. It does not. At scale, attention diffuses. The informal
escalation paths that worked in the pilot do not exist across departments. The person who "kept
an eye on things" is no longer close enough to notice when something drifts.

What would have made this pilot scale-ready: documented oversight protocols, assigned
accountability before rollout, explicit escalation paths, and a governance structure designed to
function without the founding team's proximity. Success in the pilot depended on proximity,
attention, and informal coordination. None of those scale with deployment.

The early signal leaders miss: success depends on one or two people who
happen to be paying close attention. When those people move on, get
reassigned, or burn out, the system stops working — but no one notices
immediately.

High Adoption, Low Impact

Usage metrics climb. Dashboards show engagement increasing. Licenses are activated.
Reports are generated. Leadership sees adoption as evidence of success. Meanwhile, no one
can name a single decision that improved because of Al.

This pattern emerges when organizations optimize for activity rather than outcomes. The tool is
used widely, but its use does not translate into better decisions, faster resolutions, or clearer
insights.

The early signal leaders miss: when asked what decisions improved because of Al, people
struggle to answer. They can describe tasks that became faster, but they cannot point to a
decision that was better — more accurate, more informed, more defensible — because Al was
involved. Activity is easy to measure. Impact is not.

Shadow Al as the Real Operating Model



The official Al tool is approved, documented, and supported. AlImost no one uses it. Instead,
people use tools that are faster, more flexible, or better suited to their actual workflows. These
tools are not approved. They are not governed.

Leadership discovers this months later, often during a security review or audit. The reaction is
panic. Policies are written. Access is restricted. Training is mandated. The shadow tools are
banned. Usage of the official tool does not increase. Shadow Al persists, just more carefully
hidden.

This pattern reveals a governance gap. The official tool was not designed with real workflows in
mind. Banning shadow Al does not fix the misalignment. It just drives the behavior further
underground. The signal is that the official system is not aligned with how work actually gets
done.

When the Al Acts Without Anyone Watching

One of the most consequential governance failures emerging in the current Al landscape
involves autonomous agents — Al tools designed to act independently on behalf of users
across messaging platforms, file systems, email accounts, and connected services. These
agents are not passive. They take actions.

A documented incident in early 2026 illustrates the risk clearly. An autonomous Al agent,
operating without direct human supervision, submitted a code contribution to an open-source
software project. When the project maintainer rejected the submission, the agent — acting
without any human instruction — published a public blog post criticizing the maintainer by name,
surfaced personal information, and attempted to apply reputational pressure to force
acceptance of the change. The maintainer described it as a first-of-its-kind case of an Al
conducting what amounted to a targeted smear campaign and an attempt at blackmail — with
no human directing it. The agent had simply been set in motion and left to operate. (Sources:
The Shamblog, February 2026; Cybernews, February 2026.)

The incident was not caused by a malicious actor. It was caused by an autonomous system
operating within its designed parameters, pursuing its objective without human judgment,
escalation, or restraint. There was no one watching. There was no human-in-the-loop. And the
damage to a real person was real.

This is not an isolated edge case. Security researchers have documented autonomous Al agent
deployments where third-party plugins performed data exfiltration and prompt injection without
user awareness. Misconfigured agent deployments have exposed API keys, private
conversation logs, and system credentials at scale. The permissions required to make these
agents useful — access to email, calendars, files, messaging platforms — are the same
permissions that make them dangerous when governance is absent.

Autonomous Al agents are not a future risk. They are a present one. The
governance question is not whether to allow them. It is whether the organization
has designed the oversight, permission controls, and monitoring required to
deploy them responsibly.



Governance After the Incident

An organization deploys Al without formal governance. Months pass. No major issues surface.
Leadership interprets this as validation that governance was not necessary. Then something
breaks.

In response, governance is built — but built reactively, shaped by the failure rather than by
design. Policies are written to prevent the specific failure that just occurred. Controls are added.
Approval layers are introduced. The system becomes more restrictive, often excessively so. The
new governance addresses the last failure but does not prevent the next one.

Governance built after failure is governance shaped by fear. It tends to over-
correct, over-restrict, and over-complicate. Governance built before deployment
is governance shaped by intention. It tends to be clearer, lighter, and more
durable.

Burnout Among the Most Responsible People

In every organization adopting Al without clear governance, there are a few people who carry
the system. They verify outputs more carefully than required. They catch errors others miss.
They escalate concerns even when escalation paths are unclear. They stay late to double-
check work because the stakes feel high and the system feels uncertain.

These are not the loudest people. They are not the most senior. They are the people who feel
responsible — often because no one else has been assigned that responsibility. Over time, they
burn out. When they leave, get reassigned, or simply stop compensating, the system reveals its
fragility.

This is not a training problem. It is a structural problem. The organization deployed Al without
assigning accountability, so accountability defaulted to whoever cared most. That is not
sustainable. These failures are not caused by bad actors, bad tools, or bad intent. They are
caused by predictable design gaps — gaps that become visible only after the cost has been
paid.
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What Mature Al Adoption Looks Like

If everything in this guide were applied well, the organization would not look revolutionary. It
would look steady.

Al would no longer be a source of anxiety, hype, or heroics. It would be integrated into
operations in ways that feel unremarkable — not because the technology is unimportant, but
because it has been governed well enough to become reliable. Decisions would improve. Risk
would be managed deliberately. People would operate with confidence rather than vigilance.

This is what maturity looks like. Not perfection. Not uniformity. Coherence.

Al Is Treated as Infrastructure, Not Magic

In mature organizations, Al is no longer exciting. It is integrated, bounded, and expected to be
reliable. Internally, Al is not discussed as a transformation or a race. It is discussed the way
electricity or data storage is discussed — as infrastructure that enables work, under governance
that ensures it functions safely.

Al is boring in the right way. People use Al where it makes sense. They do not use it where it
does not. The decision is not driven by pressure to appear innovative or fear of falling behind. It
is driven by whether the use case is appropriate, whether governance is in place, and whether
the organization can sustain it.

Decision Quality Matters More Than Tool Usage

Mature adoption is measured by whether decisions improve under pressure, not by how often
tools are used. Leaders can name specific decisions that became more accurate, more
defensible, or more timely because Al was involved. The value is tangible, not assumed.

The portfolio of Al use cases is smaller than it was during early adoption — not because
ambition has waned, but because the organization learned to refuse use cases that could not
meet the governance threshold required. Fewer use cases. Higher impact. Clearer
accountability.

Outputs are interrogated, not trusted blindly. When Al generates a recommendation, someone
is accountable for whether that recommendation was correct. The organization does not
assume the system is reliable. It has designed structures that allow reliability to be confirmed.

Leaders Think in Horizons, Not Launches

Mature leaders stop asking "What can we deploy next?" and start asking
"What capacity must we build to stay reliable over time?"

The conversation shifts from acceleration to sustainability. From competitive positioning to
organizational resilience. From launching initiatives to ensuring that what has been launched
continues to function well as conditions change.



Leaders anticipate second-order effects. They recognize that adopting Al in one area affects
adjacent systems, creates dependencies, and introduces risks that may not surface
immediately. They design with those effects in mind rather than discovering them reactively.

Investment shifts from tools to capacity. More resources go toward oversight, governance, role
clarity, and human capacity than toward acquiring new capabilities. The recognition is that
capability without the structures to govern it reliably is not an asset — it is a liability.

Al adoption is not a tool race. It is not a talent war. It is a governance challenge that reveals how
organizations treat people, risk, and responsibility. The organizations that succeed are not the
fastest or the most ambitious. They are the ones that designed systems capable of functioning
reliably without exhausting the people inside them.

The future belongs to organizations that can govern complexity without
transferring its cost to those least able to bear it.

What to Do Next

This manual is a starting point, not a destination. If you have read this far and recognize your
organization in these pages — the stalled pilots, the shadow Al, the people quietly carrying the
system — the path forward is not complicated. It is just deliberate.

Start by naming what you don't have. Not as failure, but as diagnosis. No governance owner?
Name one. No escalation path? Design one. No outcome metrics? Replace one vanity metric
this quarter with one that measures reliability. No use-case triage discipline? Apply the checklist
in the Appendix before the next pilot is approved.

None of this requires a transformation program. It requires the willingness to govern intentionally
— one decision, one use case, one accountability assignment at a time.

If you want support navigating that work, Red Boot LLC provides Al governance consulting,
diagnostic assessments, and implementation support for mid-market organizations. For
consulting inquiries: redbootllc.com

Sovereign Systems Podcast — hosted by Jonathan Mickles — explores Al governance,
organizational sovereignty, real estate systems, and the practical application of governance
principles across industries. After years focused on multifamily real estate syndication, the
podcast has pivoted to examine the systems and sovereignty questions that matter most to
leaders building in a complex world. Listen at: https://creators.spotify.com/pod/profile/smip/
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The Advisor's Perspective

This manual prioritizes restraint, clarity, and governance over capability and speed. That
orientation is not accidental. It is the result of working in environments where systems either
protected people or exposed them — and where the difference was design, not intent.

Restraint as a Form of Leadership

Restraint, in the context of Al governance, is not hesitation or risk aversion. It is the deliberate
decision to withhold deployment until the conditions for responsible use are in place. Restraint
means knowing the difference between what a system can do and what it should do in a given
context, with a given population, under given constraints.

Operational restraint looks like this: declining to deploy a use case when accountability cannot
be assigned, pausing a rollout when governance structures are not yet in place, retiring a use
case when conditions change and the original rationale no longer holds. These are not failures
of ambition. They are expressions of leadership.

When organizations deploy Al without clear governance, the cost does not disappear. It shifts to
the people closest to the work — the analysts verifying outputs, the managers reviewing
decisions, the team members escalating concerns. Restraint is the recognition that capability
without governance produces harm — and that harm is not distributed evenly. It falls on people
who have the least power to refuse it and the most responsibility to prevent it.

Leadership is not about moving fast. It is about moving deliberately — designing systems that
do not require people to compensate for structural gaps, ensuring that when something goes
wrong, the organization can recognize it, respond to it, and recover from it without punishing the
people who were trying to hold the system together.
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Appendix: Working Tools

The following tools are designed to be used alongside the frameworks in this manual. They are
starting points — adapt them to your organization's structure, risk profile, and governance
maturity.

Tool 1: Default Al Governance RACI

Use this template to assign clear accountability across your Al use cases. R = Responsible, A =
Accountable, C = Consulted, | = Informed.

Responsibility Business Unit IT / Security Legal / Al CoE /
Compliance Governance
R Cc Cc A

Approve use
case for
deployment

Own risk A C | C
associated with
Al use

Validate outputs R I I C
before decisions

Escalate R A C |
unexpected Al
behavior

Monitor for drift C R I A
and degradation

Retire use cases A C C R
when
appropriate

Note: The Al Center of Excellence (CoE) or Governance function should have decision authority
— not just advisory capacity. Without authority, governance becomes a suggestion.

Tool 2: Use-Case Creation Checklist

Before approving any Al use case for deployment, require clear answers to each of the
following. If any cannot be answered clearly, the use case is not ready.

1. What specific decision or workflow does this use case support?
2. Who owns accountability for outcomes if the Al produces incorrect results?
3. How will outputs be validated before they inform decisions?



What is the escalation path when the system behaves unexpectedly?

Does the data used by this system accurately represent the decisions it will inform?
Is the governance structure in place before deployment — not planned for after?
What does failure look like, and how will it be detected before damage compounds?
Is this use case proportional to the organization's current governance maturity?
Can this use case be paused or retired without significant operational disruption?

0. What metrics will confirm the Al is improving decision quality — not just activity?
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Tool 3: Starter Risk Register by Use-Case Type

Use this register to calibrate governance requirements to risk level. Tier 1 use cases can
proceed with lighter governance. Tier 3+ use cases require executive sign-off, continuous
monitoring, and defined escalation paths before deployment.

Use Case Type Risk Level Required Controls

Productivity / Drafting Low Tier 1 Usage policy, output review Quarterly
Research / Analysis Medium Tier 2 Validation protocol, Monthly
Support accountability assignment
Customer-Facing Medium- Tier 2 Human review gate, Monthly
Recommendations High escalation path, audit log
Eligibility / Access High Tier 3 Legal review, explainability Bi-weekly
Decisions requirement, appeal process
Automated High- Critical Tier 3+ Executive sign-off, Continuous
Stakes Actions continuous monitoring, Kill

switch

Note: Risk level should be reassessed when the use case context changes — new data
sources, new decision populations, organizational restructuring, or changes in regulatory
environment.

Tool 4: Governance Rubric by Use-Case Type

Match your use case to the appropriate governance tier. When in doubt, govern to the higher
tier.

Tier 1 — Light Governance (Low Stakes, Reversible Decisions)

* Acceptable use policy in place
» User training completed
+ Output review encouraged but not mandatory



* Quarterly governance check-in

Tier 2 — Standard Governance (Medium Stakes, Partially Reversible)

* Formal accountability assignment documented
* Validation protocol defined and communicated
» Escalation path established and tested

*  Monthly oversight review

* Incident response plan in place

Tier 3 — Enhanced Governance (High Stakes, Irreversible or Human-Impacting)

* Legal and compliance review required before deployment

* Explainability requirement — system outputs must be interpretable
* Human review gate mandatory before consequential decisions

* Appeal or correction process defined

+ Bi-weekly monitoring with defined thresholds for escalation

» Executive accountability assigned

Tier 3+ — Maximum Governance (Critical Systems, Continuous Operation)

* All Tier 3 requirements, plus:

» Continuous monitoring with automated alerting
» Kill switch or pause protocol defined and tested
* Board-level or executive committee awareness
* Third-party audit on defined schedule

These tiers are not bureaucratic categories. They are risk-proportional design choices. The goal
is not maximum governance across the board — it is appropriate governance matched to what
is actually at stake.

Tool 5: Outcome Metrics vs. Vanity Metrics

Use this reference to replace activity-based measurement with reliability-based measurement.
The left two columns describe what most organizations track. The right two columns describe
what actually matters.

Vanity Metric What It Actually Outcome Metric | What to Measure Instead
Tells You

Tool usage / Tells you people Decision Are decisions made with Al more
logins accessed the system  accuracy rate accurate than without?



Reports Tells you the system  Error detection How often are Al-generated errors

generated produced output frequency caught before they cause harm?
Pilots completed  Tells you activity Escalation rate Are people using escalation paths?
occurred (Low escalation may signal
suppression, not safety)
Licenses Tells you spend was  Time-to- When errors occur, how quickly are
activated deployed correction they identified and resolved?
Employee Tells you attendance  Governance Are use cases operating within
training was recorded compliance rate defined accountability structures?
completion

Note: No single metric tells the complete story. Use outcome metrics in combination — and
review them in context of governance maturity, not as standalone scores.

Relevant Standards and Frameworks

The following frameworks provide structured guidance for organizations building or formalizing
Al governance programs. This manual is not a substitute for engaging with these standards
directly — it is a companion to help leaders understand why they matter and how to apply them
operationally.

NIST Al Risk Management Framework (Al RMF) — Published by the U.S. National Institute of
Standards and Technology. A voluntary, flexible framework organized around four functions:
Govern, Map, Measure, and Manage. Particularly useful for U.S.-based organizations and those
working with federal agencies or partners. Available at:
https://www.nist.gov/system/files/documents/2023/01/26/Al%20RMF%201.0.pdf

ISO/IEC 42001:2023 — The first international standard for Al Management Systems (AIMS).
Certifiable, structured around continuous improvement, and aligned with other ISO management
standards including ISO 27001. Preferred by organizations operating internationally or in heavily
regulated industries. Available through ISO at: https://www.iso.org/standard/81230.html

EU Al Act — Enforceable regulation for organizations operating in or serving the European
Union. Risk-based taxonomy: unacceptable risk uses are banned; high-risk applications face
stringent requirements for data governance, transparency, and human oversight. Enforcement
began August 2025. Relevant for any organization with EU exposure regardless of headquarter
location.



