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JOINT STATEMENT
Deepfakes, practitioner identity and public trust
A joint position from ACPA and ASAIMH
Artificial intelligence is making it increasingly easy to create convincing images, video and audio that imitate real people. For health practitioners, the misuse of a person’s image, voice or likeness is not simply a reputational issue. Deepfakes can exploit the trust placed in practitioners and may be used to spread misinformation, facilitate scams, impersonate individuals or influence patients and the public.
ACPA and ASAIMH believe the response must combine stronger responsibility from technology platforms and AI providers with greater awareness and practical preparedness across the health workforce.
Our position
1. Practitioners should not be responsible for policing misuse of their own identity
Practitioners whose image, voice or likeness is misused should not be left to discover deceptive material themselves and then pursue individual platforms to have it removed. Responsibility needs to sit more clearly with the platforms and AI providers that enable the creation or distribution of this content. This should include effective measures to prevent misuse, identify deceptive content, respond quickly to reports and remove harmful material.
2. Australia needs a stronger and clearer regulatory framework
ACPA and ASAIMH support stronger regulatory settings that establish clear responsibilities for platforms and AI providers when a person’s identity is misappropriated through AI-generated or manipulated content. This position is consistent with the broader call from the Australian Medical Association for stronger regulation of AI and emerging digital risks in healthcare.
3. Every practitioner should understand what deepfakes are and how to protect themselves
System-level responsibility does not remove the need for individual awareness. All members should be acutely aware of what deepfakes are, how convincing they can become, and how they may be used to impersonate clinicians or other trusted individuals. Practitioners should understand common warning signs, be alert to unusual requests and know when additional identity verification is appropriate.
4. ‘Trust but verify’ should become part of everyday digital safety
There is no definitive way to identify every deepfake, and there is currently no simple and reliable real-time solution that can automatically prevent deepfake impersonation during a live video call. When an interaction, request or person’s behaviour appears unusual, practitioners should be prepared to pause the transaction or clinical interaction and undertake additional verification before acting.
What members can do now
Our accompanying Q&A with Jay Banerji, Director of Digital Forensics & Incident Response at Thales Cyber Services ANZ, explains how deepfakes are created, how they may be used in live digital interactions and the practical steps practitioners can take when they are suspicious.
1. Be alert to unusual requests for information, money, access, links, files or other actions.
1. Look for visual inconsistencies during video calls, including blurred boundaries, unusual movement, perspective or depth.
1. Pay attention to behaviour that differs from the person’s normal interactions.
1. Where appropriate, ask the participant to turn off a virtual background, move around or partially obscure their face.
1. Use independent verification questions or another trusted channel before complying with an unusual request.
1. Be conscious that publicly available photos, videos and audio can provide ‘seed data’ that may make impersonation more convincing.
About this statement
This joint statement reflects the shared position of ACPA and ASAIMH on practitioner awareness, responsibility and the need for stronger safeguards in response to deepfake technology.
This information is provided for general educational purposes only and does not constitute legal or cybersecurity advice for any individual or organisation. Practitioners should seek appropriate professional advice about their specific circumstances.
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