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Q&A
Deepfakes: Q&A with Jay Banerji
Director of Digital Forensics & Incident Response, Thales Cyber Services ANZ
Accompanies the ACPA and ASAIMH joint statement on deepfakes
Q1. Could you introduce yourself, your role, and your involvement in cybersecurity?
My name is Jay Banerji. I am Director of Digital Forensics and Incident Response.
I deal with real-life cybersecurity incidents day in and day out. These range from smaller incidents such as business email compromise through to nation-state threat actors and major targeted attacks. Currently, I lead a team of responders, and we primarily focus on responding to large-scale compromises affecting critical infrastructure
I also have a particular interest and specialization in security related to emerging AI technologies. I’ve done independent work in this area and have encountered these technologies frequently in our professional work.
Q2. What is a deepfake, and how is one created?
A deepfake is a computer-generated image, video, or other media that appropriates the likeness of a real person using machine learning and AI tools. It can create entirely fake content or replace one person’s face with another’s. Deepfakes can also be used in live video platforms such as Teams and Zoom for real-time impersonation. Many systems use Generative Adversarial Networks (GANs), where a "generator" creates content and a "discriminator" evaluates how closely it resembles the target individual. The more photos, videos, and audio samples ("seed data") available, the more realistic the deepfake can become.
Q3. How difficult is it to impersonate a clinician or patient on a video call?
The technical barrier is relatively low for someone who is determined and has enough seed data. A reasonably powerful computer and the appropriate software may be sufficient. The biggest challenge is obtaining high-quality images, videos, and audio of the target. If little high-quality material is available, the resulting deepfake is typically less convincing and easier to detect.
Q4. How can someone spot a deepfake during a consultation or video call?
There is no definitive way to identify all deepfakes. However, indicators can include:
1. Visual artifacts such as blurred boundaries around hair, clothing, or shoulders.
1. Inconsistencies in perspective or depth.
1. Irregularities that appear during movement.
1. Behavioural indicators that seem unusual for the person involved.
Q5. Are there tools that can prevent deepfakes from being used in live consultations?
There are tools that can help determine whether media has been AI-generated, but there is no simple real-time solution that can automatically block deepfakes during a live call.
Q6. Have you seen real-world incidents involving deepfakes?
Yes, I’ve been involved in a case involving the real estate sector where a deepfake was used during communications to convince an individual to reroute funds. The attempt was detected before significant harm occurred. They were targeted because real estate professionals often have abundant public video content online, providing attackers with rich seed data for creating convincing impersonations.
Q7. What is the most important advice for practitioners and the audience?
The key recommendation was awareness and education. People should stay alert to:
1. Unusual requests such as attempts to obtain information, requests to transfer money or action to click on a website or open a file
1. Behaviour that differs from normal interactions.
Threat actors typically have a concrete objective and are trying to drive a victim toward a specific action.
Q8. What practical verification techniques can help identify a deepfake?
Many deepfake systems rely on tracking facial features such as eyes, nose, and mouth. If those features become difficult to track, the deepfake effect may degrade or fail. You can ask the participants to do the following:
1. Turn off virtual backgrounds.
1. Stand up, move around, or partially obscure their face.
1. Challenging unusual situations by asking verification questions.
1. Verifying identity before complying with unusual requests.
Q9. What overall approach should people follow when suspicious?
Trust but verify. If something appears unusual, do not hesitate to perform additional identity verification before proceeding. Most of the time attackers may abandon their effort once they realise their target is suspicious and actively validating their identity.
This information is provided for general educational purposes only and does not constitute legal or cybersecurity advice for any individual or organisation. Practitioners should seek appropriate professional advice about their specific circumstances.
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