2026 COMPLIANCE RESOURCE

MedSpa & Wellness Security

Checklist

Is your patient data truly protected? Use this checklist to find out.

Aligned with HIPAA Security Rule, FTC Health Breach Notification Rule & 2026 State Privacy Updates

If you run a medspa, aesthetic clinic, wellness studio, or any health-adjacent business, you
are collecting Protected Health Information (PHI). That means federal law requires you to
safeguard it. Most small practices are unknowingly non-compliant, and a single breach or
audit can result in fines ranging from $100 to $50,000 per violation.

This checklist walks you through the 7 critical areas of data security your business must
address in 2026.

The average cost of a healthcare data breach in 2025
Did you know? reached $10.9 million, the highest of any industry for the
14th year in a row. (IBM Cost of a Data Breach Report)

HIPAA Required Safeguards

You have completed a formal HIPAA Risk Analysis within the past 12 months.
You have a written HIPAA Privacy Policy on file and staff has signed acknowledgment.
You have a written HIPAA Security Policy covering electronic PHI (ePH]).

You have a designated HIPAA Privacy Officer (even if that's you).

© 2026 Confidential | For MedSpa & Wellness Business Use Only | Questions? Reach out for a FREE HIPAA Risk Assessment Consultation.




You have a documented Breach Notification Procedure.

All staff who handle patient data have received HIPAA training in the last 12 months.

Business Associate Agreements (BAAs)

A Business Associate Agreement is a legally required contract between your practice and any third-
party vendor that handles your patient data. Missing BAAs are one of the most common HIPAA
violations found during audits.

Your Electronic Health Record (EHR) or booking software provider has a signed BAA on file.

Your email platform has a signed BAA if you communicate patient information via email.

Your payment processor has a signed BAA if payment data is linked to health records.

Any cloud storage service (Google Drive, Dropbox, etc.) used for patient files has a BAA.

Your telehealth or virtual consultation platform has a signed BAA.

You have a current log of all vendors with PHI access and their BAA status.

Device & Network Security

All devices that access patient data are password protected and use screen lock.

Your clinic Wi-Fi network is separate from the guest/client network.

All workstations have up-to-date antivirus and security software installed.

Automatic software updates are enabled on all devices used for business.

Multi-factor authentication (MFA) is enabled on all business email and software accounts.
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You have a policy for what happens when an employee leaves — accounts are disabled
immediately.

No patient records are stored on personal devices without encryption and remote wipe
capability.

Patient Data Collection & Handling

Your intake forms — paper or digital — only collect information that is clinically necessary.

Digital intake forms are collected through a HIPAA-compliant platform.

Before/after photos are stored in a secure, access-controlled system — not in your phone
camera roll.

Patient records are retained according to your state's medical records retention law.

You have a documented process for patients to request, access, or delete their records.

Physical patient files (if any) are stored in a locked cabinet with restricted key access.

Website & Marketing Compliance

The FTC finalized expanded enforcement of the
2026 Update: Health Breach Notification Rule. Health apps and
wellness platforms that share data with advertisers
now face significant penalties.

You have removed or audited any Meta Pixel, Google Analytics, or ad tracking tools on
pages where patients submit health information.

Your website has a current, accurate Privacy Policy that discloses how visitor and patient
data is used.

Online booking and contact forms use SSL encryption (your site URL begins with https://).
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You do not send appointment reminders or treatment details via standard unencrypted SMS
without patient consent.

Email marketing lists (newsletters, promotions) are kept separate from clinical patient
records.

Financial Data & PCI Compliance

Your payment processing system is PCI-DSS compliant.

Credit card numbers are never written down, stored in spreadsheets, or saved in email.

You use a vetted, secure point-of-sale system — not a personal Venmo or CashApp
for business payments.

Staff are trained to recognize and avoid phishing scams targeting payment data.

You conduct an annual review of who has access to your business financial accounts
and software.

Incident Response & Data Backup

You have a written Data Breach Response Plan that outlines exactly what to do if patient
data is compromised.

Patient data is backed up automatically and stored in an encrypted, off-site or cloud location.

Backups are tested at least quarterly to confirm they can actually be restored.

You know your legal obligation: breaches affecting 500+ patients must be reported to HHS
within 60 days.

You have cyber liability insurance that covers a data breach notification and response.
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What Your Score Means

. . Schedule an annual review to stay current with

35-40 v Strong Compliance Foundation ! .
regulation changes.

25-34 Moderate Risk — Gaps Present Prlor|t|ge Sections with the most unchecked items
immediately.

15-24 ! High Risk — Action Required You are likely non-compliant. Seek a professional
HIPAA audit now.

Under 15 !! Critical Exposure Your business is at serious risk of fines and breach

liability. Act immediately

Not Sure Where to Start?

If this checklist revealed gaps in your practice's security, you're not alone and you don't
have to figure it out on your own. | offer a personalized HIPAA Risk Assessment

specifically for MedSpas and wellness businesses. You'll receive a clear, written report of
your vulnerabilities and a prioritized action plan.. in plain English, no tech overwhelm.

Book your FREE 20-minute discovery call today.
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